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Copyright & Trademarks
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SenseShield in China and other countries.

All products referenced throughout this document are trademarks of their respective owners.

Disclaimer
All attempts have been made to make the information in this document complete and accurate. But we cannot
guarantee everything is perfect, we will correct it in next version released in case some error has been found.
Senseshield is not responsible for any direct or indirect damages or loss of business resulting from inaccuracies
or omissions.

The specifications contained in this document are subject to change without notice.

Documentation Improvement
Any suggestion to this manual from you are welcome, We are glad to hear any feedback from you which will
help us to continuously improve the documents quality and support and serve the developer to protect

software products more efficiently.

Contact

Company: Beijing Senseshield Technology Co., Ltd
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District, Beijing China

Tel: +86-10-56730936
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Virbox Developer Center Website: https://developer.Im-global.virbox.com/
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About this document

This document is designed to help Software developer to learn about the Virbox Protector protection and
encryption process to software application, describes the process step by step for how to protect software

by use of Virbox Protector and related functionality of Virbox Protector.

Target User: R & D staff of software developer who responsible to protect software and create product license

plan;

Virbox Protector supports to protect to the software program running in Windows, Linux and Mac
Environment:
Virbox support to protect/encrypt software application includes

Windows: .exe, DLL;

Linux: executable file and .so

Program Language: C/C++, C#, Java, .NET, VB6.0, VC6, VC2003,VS2005-VS2017, Delphi7 DeliphXE-XE10,
BCB6.0, Unity 3D, UE4, etc

Plugin can be protected with Virbox Protector : AutoCAD ARX, Revit etc.

Objective: Software developer will learn the Virbox Protector operation process and understand the
functionality of Virbox Protector; Developer will have competence to decide and select protection option to
functions and software to protect the software, setup popup/prompt option when license invalid/expired,
select the flexible license mode (according to software product sales strategy and different market segment) to
issue the license to software user with suitable license repository: Hardware lock (Dongle), Cloud Lock or soft

lock; etc.

For essential concept to Virbox License System , please refer to:

Virbox License System Instruction:

|[!_!J| Virbox License System Architecture ;

For More detail information for how to protect the Data file or other digital resource by use of Virbox Protector
DS (plug in), please refer to:

Virbox Product Description:

Igl DS Protector & Use case;

Virbox also Provides a series Quick Start Guide to help developer to quickly use Virbox solution to protect

software and issue license to hardware lock (dongle), Cloud License and soft license , please refer these "quick
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start guide" documentation:

Virbox Provides Virbox User License Service and User License Tools which installed software user premise
which for pro active software protection service (runtime service) to safeguard software copyright, IP, and
license verification to software user, for more detail information how to install and use this Virbox User License
Tools in user computer, please refer to:

User Manual:

Il!—!'II Virbox User License Tools;

Let's Start Your Software Protection and Licensing Journey!
Virbox will help you to protect your software copyright/IP Value and Create

Revenue for you.
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1 Overview

Virbox Protector, is latest Enveloper tools for Software application protection and developed by
Senseshield which provides top security and protection to the software developer, Virbox
Protector integrate multi Security technology to protect software copyright, IP, includes
Virtualization, Code Obfuscation, Encryption and Envelop, Encryption to the data and resource,
Code snippet and transplantation etc. Software developer may use Virbox Protector to protect
the software and use Virbox License Manager to issue the license to end user, License repository
support Virbox EL5 Dongle, Virbox Cloud License, Virbox Soft License etc.

The security level of Software protected by Virbox Protector will up to top level without any
coding competence required and workload for software developer.

Virbox Protector is latest and leading software protection tools for software developer and
widely used in different industry in worldwide.

2 Technical Support

Any inquiry, question or support Request to Virbox Protector, Please contact us with following
email: support@senselock.com

3 Home Page

Virbox Protector x86

Welcome to Virbox Protec

New
Open file

Recent Project
=EE rejee Please drag into a file,

Start protection...

'rotector is Updated every .. Developer center Virbox ...

Developer will start your Journey of Software Protection with following ways:

e  Open the Virbox Protector and drag the software you want to protected into Virbox
Protector;
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e  Click the button under the "New" -> "Open File", Select the Software in your
desktop, then you will going to entry the Main Menu of Virbox Protector.

e  Select the software which under the "Recent Project" Button, then you can start
protection for previously protected software.

4 Main Menu

V Virbox Protector x86 ( ) Developer ID: 0300000000000009

>
“ I; Please Insert Developer Master Lock or Sign In Virbox Cloud

Open file Save Protect

Project -Mine.exe

@ Protected Functions Summary

v license configuration

2 Name: Mine.exe
> @ Functions be Prot ~ +

@ 401140 Total Qty: 588
@ 201190
@ 201290
@ 4013n0 Obfuscation: 10

@ 20130

m 401410 Snippet: 1
@ 201460
@ 201480
@ 201400
@ 201590
© 40564

J Protection Options

Protected: k|

Virtualization: 0

Q Message Options

C:\Users\admin\Desktop\case\Mine.exe 1.0.0.1 Local win32 | Intel 386

4.1 Toolbar of Main Menu

e  There are 4 button listed on the Top Pane of Main Menu, From Left to Right: Open File, Recent Project
(Drop Down Arrow), Save Project and Protect ### Open File

e  Click "Open File" Button, Select the software and open it, Developer may protect XXX.exe Or XXX.dl| file to
protect, and entry the Main Menu of Virbox Protector .

[Note: if xxx.map file existed in the same folder of software be protected, Virbox Protector will load this
map file automatically and list functions in the main menu, currently the map file support be protected

includes the map file created by VS, VC, BCB, Delphi compilers. ]

Copyright © 2018, Virbox, All Right Reserved. 7/58
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Open x

“« v 4 » ThisPC » Desktop » test v O Search test p=)

Organize * Mew folder ==~ [ o

" Mame Date modified ~ Type Size

4@ OneDrive

[ This PC [5] test_master.exe 10/24/2017 2243 PM Application 1,543 KB

_J 3D Objects
[ Desktop
Documents
; Downloads
J’i Music

[&] Pictures

m Videos

", Local Disk ()
- SOFT (D:)

= DOC(E)

= SHR (192168,

d MNetwork w

File name: |test master.exe v| PE(".exe|".dll} ~

Open Iv Cancel

4.1.1 Recent Project

¢Click "Drop Down" Arrow "Recent Project" , Virbox Protector will list 5 Project be
Protected recently, Click and Select the Project then entry the Main Menu.

4.1.2 Save Project

¢Click the Button "Save" on the Toolbar of Main Menu, and Save current project with the
project name: "Project.ssp".

4.1.3 Protect

o Click the Button

Developer ID: 0300000000000009

Please Insert Developer Master Lock or Sign In Virbox Cloud

Open file Save Protect

Protect will binding the license input and create relevant protected software
application. If Project information has been updated after protected, then you need
to click "Protect" Button to save latest update project file; It will not save project
file to click "Protect" if nothing has been changed.

e Note: [the License ID stored in the User lock must be same as the license ID input
into Virbox Protector, then end user can use this User Lock to open the protected
software application later.]
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4.1.4 Login Virbox Cloud Account

e  Click the button

Developer ID: 0300000000000009

Please Insert Developer Master Lock or Sign In Virbox Cloud
Open file Protect

Login Virbox Cloud Account[Login]Developer Center Account and use Developer Hosted Lock in the cloud
to protect software, if Developer doesn't login the Virbox Developer Center Account, then Virbox
Protector will use local Master Lock to protect the software by default, Virbox Protector support to use
Developer Master Lock in local and Developer Hosted Lock in Cloud to protect software currently.

[Notice: For Developer who want to use Developer Hosted Lock to protect software, developer need to
login Developer account in Virbox Developer Center, not login the normal end user account]

V Virbox Protector x86

Login Virbox Cloud

shijichao2016@sense.com

4.1.5 PIN Verification Function

Developer ID : 0410000000000006

Using Developer Master Lock (Unenable PIN}  Verify PIN

Enable PIN Verification will help developer to enhance Security level when use the Master Lock
to protect software and issue license, Please input correct PIN code before use Master Lock for
software protection and license issue. There are four status:

Version support PIN Function
PIN Verification Functional Available: Master Lock which Version 3.1.20 or above.

PIN Verification Functional not available
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Master Lock version under 3.1.20 or earlier version, and Virbox Protector supports Developer to
use Master Lock without PIN function to protect software till April.01. 2019.

PIN Enabled

PIN verification function to Master Lock has been enabled, Please Verify PIN code before use
Master Lock, then you can use Master Lock to process after PIN verified.

PIN Disabled

Master Lock support PIN Verification function but not enable, you can use Master Lock without
PIN code Verification. It is not recommended to use Master Lock under PIN disabled status,
except special case to disable PIN, since it decrease the Security level of Master Lock.

PIN Verified

Master Lock Support PIN Verification Function and PIN Verified, You can Master Lock to process
Software protection and Issue license under "verified" Status.

PIN Not Verified

Master Lock Support PIN Verification Function but PIN not verified, You can NOT use Master
Lock to process Software Protection and Issue License before PIN verified.

4.2 Navigator

There are four Functions available (from Top to Down) in the Navigator Pane which located in
the left part of Main Menu: License Configuration, Function Be Protected List, Protection
Options and Message Option. These Function are reserved for Software Developer to setup and
configure License and Protection Option during Software Protection Process.

4.2.1 License Configuration

Developer can configure the License Type here; License Type means the License repository
which protected software used, Virbox Support "Local", hardware based lock which insert in the
end user premise machine; "Remote" means the hardware based lock insert in the other
machine in the LAN environment; "Cloud" means the virtual License Repository in the cloud;
"Soft" means the license repository independent of hardware lock, binding the hardware finger
print of machine.

License ID

License ID is a Unique Series ID code for Software Developer which manage and issue license to
end user to protect software copyright and Intellectual Property. Developer may issue and
distribute license ID to end user account via Virbox Developer Center (Virbox Cloud License
Manager) or Developer use Virbox Developer Utility to issue and distribute license to user lock in
local.

Copyright © 2018, Virbox, All Right Reserved. 10/58
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API Password (APl PWD)

API Password is a Series String which length up to 32 characters which correspondence with
Developer ID, each developer has unique APl password. Developer may obtain this APl password
by login Developer Account. Virbox LM

/£ Withox LW Devedoper ¢ % I e - d x

<« & | @ == | hopsydeveloper]m-global virbocom/Fome Jsp e W i

Developer information

Lsername DEVMER 358006560 ad7050255ac0atiiTecs

DEvEoper name
CounmyRey
Time Zene

Display name wukibest 1114111

oeveapercoe [

Developel websie Mot sat

Ceveloper infrouction Mot sat

API passwerd Hide

appedsecret
Lock FIN

Devedoper Product  Downloae
ntrmation

Chipset S/N (Optional)

a String which length up to 32 character, this is unique ID for each user lock, if developer choose
and input "Chipset S/N" here, then the protected Software will be executed with the user lock
with specific the chipset S/N only.

OAUTH URL
Login for User Account of Cloud License (Lock).

Not Set, then Login Virbox User License Center in Domestic or Virbox User License Center in
Global, depends on which Developer Center when developer registered and download SDK.

Set, then login Private User License enter which dedicated deployed and specified by Developer.
Cloud License (Cloud Lock) URL
Cloud License Function Service Request Address

Not Set, Protected Software will access the functional Server in "Domestic Virbox Developer
Center" or in "Global Virbox Developer Center" depends on which Developer Center for
developer registered and download SDK .

Set, then Service request will go to Private Service request URL specified.

Soft License (Soft Lock) URL

Copyright © 2018, Virbox, All Right Reserved. 11/58
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Soft License Function Service Request Address

Not Set, Protected Software will access the functional Server in Domestic Virbox Developer
Center or in Global Virbox Developer Center depends on which developer center for developer
registered and download SDK .

Set, then Service request will go to Private Service request URL specified.

If OAUTH URL, Cloud License URL or Soft License URL are not set by Software Developer, then
the Protected Software will access the "Domestic Virbox Developer Center" or "Global Virbox
Developer Center" by default for License verification and activation which depends on where the
developer registered: in Domestic Virbox Developer Center" or in "Global Virbox Developer
center".

And License Service request will be sent to specific URL address if developer deployed Virbox
Solution and build in their premise. and URL address can be set to specific address accordingly.

4.2.2 Functions be Protected List

Click the Button "Functions be Protected" on the Left Pane of Main Menu, Developer will get the
List of Functions need to be protected.

click "+" to list all functions and add function need to protect; Developer can select "Protection
Type" for each important function need to be protected: No Protected, Obfuscation, Snippet and
Virtualization.

Click "Analysis" to Performance Analysis before protection and select "Protection Type" which to
make the balance of performance and protection.

View Detail info to each Protected Functions

Click the "Function" under "Function be Protected" Button, it will list the detail information for
this protected function on the right pane, include Protection Option, Functions Name, Functions
address and Assembly Code.

W license configuration

- @ Functions be Prot * + a
m 4 Protection Option
4056F4
Compiler type Obfuscation v
) Protection Options
. 4 Protection Function Infomation
@ Message Options
Name 4056F4
Address 4056F4

4 Assembly code

4056F4 55 push ebp

4056F5 B8BEC mov ebp, esp

4056F7 BAFF push OxffFffff

4056F9 68B06A4100 push Ox416ab0

4056FE 6874824000 push 0x408274

405703  64A100000000 mov eax, dword ptr fs:[0x0]

405709 50 push eax -

Copyright © 2018, Virbox, All Right Reserved. 12 /58
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Protection Options for Functions

Developer may Select 4 kinds of protection option for functions be protected: No Protected,

Obfuscation, Code Snippet and Virtualization.

Protection . Potential
ltem . Description
Option Issue
1 No Protected | Not Protect selected Functions No
Transforming software program into the
pseudo code which cannot be recognized
2 Obfuscation and disassemble and convert these | No
Pseudo code into original code when
execute protected software.
There are
. . certain
Transforming large volume of coding .
formatting
from the protected software program .
. . . . requirements
. into RO Virtual Environment coding and
3 Code Snippet - . | for program,
encrypted and executed these coding in
. . . and some
Virtual Environment by valid license .
. functions
verification
may not be
protected
There are
certain
formatting
Transforming program code into the code | requirements
4 Virtualization | in virtual environment and running in the | for program,

RO Level of Virtual Environment

and some
functions
may not be
protected

How to Add a Function to protect

1. Add the protected function by use of program and insert SDK Marker in the program.

2.

How to Delete Protected function

1.

2.

libcmtwincrtO.obj _WinMainCRTStartup X

Click the " Add " Button on the right side of "Functions Be Protected" to select the function listed in the
right pane of the Main Menu and Click " Add " Button to add a new protected function.

Right Click "Function Be Protected"->"Remove from List", Remove and delete the protected function.

Move the mouse to the name of the function you want to delete and click[X].

Copyright © 2018, Virbox, All Right Reserved.
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4.2.3 Protection Options

Developer may edit output filename, path and select following protection options before
protection and encryption.

Output File
Output File, Developer may edit output file name and output path here.
[Note:

1. Output path will keep original if modify the output file name only;

2. The original program will be REPLACED if the Output File Name is same as original
Program ]

Import Table Protection

Protect "Import Table", Developer may select this Protection Option of "Protect Import Table" to
protect "Import table" which imported to PE Program and encrypt this table, API list has been
hided and encrypted except this first APl could be viewed only, To enhance and increase the
security level to the PE Program, we recommend developer select this option to protect the
table imported.

[Special Note: the Protection option of "Protect Import Table" support PE program only.]
Compression

Compression, Select this Option to compress software Program after Enveloped (protection and
encryption) to reduce program size and also to prevent program against the static anti compile.

[Special Notice:

1. Since the overhead of Compression module will take certain size after compression,
so the compression to small size of program is not good or even the file size larger
than the file size before compression. It is suggest to use compression Option for
large size of program.

Not support to compress the .Net DLL file
Not support to compress the arx format program]

Name Obfuscation (.Net Program Only)

Select this Option, developer can obfuscating the program file name and transforming software
program name into the pseudo code which cannot be recognized by use of Static Anti Compiling
Tools and convert these Pseudo code into original program name when execute protected
software.

[Special Notes: This Option Supports .Net Program only, not support the Name Obfuscation to
the 1IS Type program]

Resource Section Encryption
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Encryption to Resource Section, select this option, Virbox Protector will also Encrypt resource
section of the program be protected, relate resource section will be decrypted with valid license
verification when program executed.

[Special Notice: This option support program in local only]
Log Generation

Select this option, it will generate a log file of Virbox Protector, it will much easier to locate error
in case error reported, it is not necessary to select this option for normal case, developer may
enable this option when error reported when execute the protected program, then developer
may send log file to Virbox Technician for troubleshooting.

Check Interval (in Seconds)

Setup the License check interval time in seconds, which means to check and verify the license in
certain time period (in seconds), if no valid license available then a error message will pop up or
exit program, if setup time interval with 0, then it will not check if license valid or not.

4.2.4 Message Option

Language Setting
Setting Popup message language, support Simplified Chinese, English, Traditional Chinese.
Setting Popup message when License invalid

Developer can setting Popup Message Options for end user if License invalid or not found,
following Popup Message can be selected:

1. The Program will be forced to exit without prompt message;

2. The Program continue to execute till click to exit;

3. The Program will be frozen, end user can select "retry" or "exit";
4. Popup Login Pane if no valid license has been found;
5

Message Pane from Remote Desktop Service Session (Support Vista and Windows
Server 2008 or above).

Note: Suggest to select the 5th Popup Message if protected program is arx program of AutoCAD.
Postpone to Exit the Program(in seconds)

Setting Postpone time (in Second) before exit program when license session expired, it will
popup Prompt Message Pane, if end user click "Cancel", then the program will exit when
"postpone to exit" time arrived. the purpose to set this time period is to set time period for end
user to save program before exit.

Prompt Message Tittle

Setting Prompt Message Tittle here.
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Customized Message

Developer may setting customized Prompt message to License status information be displayed,
and the developer customizes the editing Prompt Message according to a certain format, so that
the protected program is more humanized to present the license status information to end user.

Error Message When Login Cloud Account

Error Message will Popup if user failure to login cloud account when Developer setting License
invalid Popup message to be the "Login Pane" if no valid license has been found.

[Special Note: Developer may setup the default user account and access password to volume
issue "trial license" to potential software users, setup "Default Account & Password" support to
issue soft license only]

Account Login for Cloud License (Cloud Lock)

Account Login for Cloud License (Cloud Lock) User Setup, Popup a Account Login Pane for
login Account when protected Software cannot find license. as show below

Cloud account login @

Account |

Password |

Cloud account login I Cancel

Following pre-conditions must be met when popup pane for Account login:

Cloud License has been selected when License Setup.

2. Select "Popup Login Pane if cloud license cannot be found" when setting "Message
Option" in "Virbox Protector".

3. License cannot found when protected Software executed.

Error Message

Setting Error Message which correspondence with error code, The Format of Error Code is [8-bit
hexadecimal error code-Error Message] , developer may either add error message or delete
error message. if no customized error message has setting by developer, then a "System Error"
Message will be pop up if error happened when protected software executed.[please find detail
information in the file "ss_error.h" SDK package]

Copyright © 2018, Virbox, All Right Reserved. 16 /58
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4.3 Status Bar

Status Bar display following status of protected program (from Left to Right): the full path of
protected Program, Release Version, Type and Hardware information.

4.4 The List of Function Modules which can be add to protect

v Add Functions

Name Running times | Protection type Added
1 401000 - No protected = o
401140 -- No protected ~
401190 - No protected =
401290 -- No protected ~
T 401380 - No protected =
(5 4013F0 = No protected ~
T 401410 - No protected =
1 401460 -- No protected ~
T 401480 - No protected =
' 4014D0 = No protected ~
401550 -- No protected -
401630 -- No protected ~
1 4016D0 = No protected -

Total Qty: 588
Cancel

Protected: 1 Obfuscation: 1 Snippet: 0 Virtualization: 0

Searching Functions

Enter keywords in the search box, the program will list all the function containing names with
color display in the Search box, support fuzzy Searching.

Copyright © 2018, Virbox, All Right Reserved. 17 /58
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v Add Functions

Q 100|
Name Running times Protection type Added
B oiono _ No protected ~
| J 410099 = No protected ~
| - =
| @ 411005 - No protected -
|

Total Qty: 588

Cancel
Protected: 1 Obfuscation: 1 Snippet: 0 Virtualization: 0

Performance Analysis

Click "Analysis" button to execute and operate the protected program, and exit the program,
then The number of running times each function module is called in the program can be
displayed in the list, see above. If the currently analyzed program bit is a Il program, select the
startup module.

Functions be protected List

Click "+" button which locate in the right of "Functions be Protected" to list all functions can be
protected by Virbox Protector, there are some difference between Managed Code Program and
no Managed Code Program.

[Note: Not all functions module can be listed in this pane.

1. The function module which program size less than 15 bytes will not be listed;

2.  Some unconventional function modules are not listed ('.", '<', >, ‘@', "', '?', etc.)
exist in the name.]

Managed Code Program
1. The function name is "namespace + class name + function name".

2. The function list can be switched to the list mode and tree mode. Click the button on the right side of the
[Added] button to switch.
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v Add Functions

Mame | Running times | Protection type | Added =
i ¥  bounce2 --
| = Program -
: ¥  Vector2 --
: @ op_Addition -- No protected ~
@ op_Subtraction -- MNo protected ~
@ op_Multiply -- No protected ~
: = BounceForm -
i ' bounce2.Properties --
foralQuy: 28 Cancel Add
Protected: 1 Obfuscation: 0 Snippet: 1 Virtualization: 0

e Tree Mode

v Add Functions

Mame | Running times | Protection type | Added =
i ¥  bounce2 --
| = Program -
: ¥  Vector2 --
: (% op_Addition - "No protected - |
@ op_Subtraction -- MNo protected ~
@ op_Multiply -- No protected ~
| = BounceForm -
E ' bounce2.Properties --
foralQuy: 28 Cancel Add
Protected: 1 Obfuscation: 0 Snippet: 1 Virtualization: 0
e List Mode
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\/ Add Functions

Name | Running times | Protection type Added
e bounce2:Program:Main -- Snippet - v -

bounce2.Properties:Resources:get_ResourceManager -- No protected ~
bounce2.Properties:Resourcestget_hld3_pow2 -- No protected ~
bounce2.Properties:Resources:get_hld3_pow3 -- No protected ~
bounce2.Properties:Resources:get_hld3_pow4 -- No protected ~
bounce2.Properties:Resources:get_hld3_yellowballp -- No protected ~
bounce2.Properties:Resources:get_magentaball -- No protected -
bounce2.Properties:Resourcesiget_pow -- No protected ~
bounce2.Properties:Resources:get_powerball -- No protected -
bounce2.Properties:Resources:get_yellowball -- No protected ~
bounce2:Vector2:op_Addition -- No protected -
bounce2:Vector2:op_Subtraction -- No protected ~
bounce2:Vector2:op_Multiply -- No protected -

Total Qty: 29 Cancel m

Protected: 1 Obfuscation: 0 Snippet: 1 Virtualization: 0

Click on the list header to sort all functions in the "List Mode"

3, function selection support [Control + A], [Control + mouse] and [Shift + mouse] and so on.
4, the function of protection mode supports right-click selection.

5, After the protection mode is selected, "Added" will be indicated as selected.

Unmanaged code program

1, the function name is the value of the function va.

2, the display list only support the list mode.

The remaining features are consistent with the managed code program.

Summary

Information Summary can be found in the bottom of Pane, include total Qty of Functions, Qty of
Protected Functions, Qty of Obfuscation of Functions, Qty of Code Snippet and so on; Qty of
Virtualization etc.

Total Qty: 29
Cancel

Protected: 9; Obfuscation: 6 ; Snippet: 3; Virtualization: 0

Add

Click the button "Add" and exit this pane and add the functions into Functions List on the left
part of Pane.
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Cancel

Click "Cancel" button and exit the pane without any editing.

4.5 How to use SDK Marker to add a new Function module be protected

Virbox SDK consist of head file, static link lib and dynamic link lib, Developer may load the SDK
Marker into the functions be protected when programming, and generate a executed program,
then Virbox Protector will analysis and recognize this function is the functions with SDK Marker
and located key code position in the program. SDK Marker currently include:
VBProtectBegin(Conventional Protection), VBVirtualizeBegin(Virtualization Protection),
VBMutateBegin(Obfuscation Protection), VBSnippetBegin(Code Snippet
Protection),VBProtectDecrypt(Encrypt and Decrypt License).

[Note: It much easier to locate key code position in the program by use of SDK Marker]
Special Attention by use of SDK Marker:

SDK Marker Notice

1,Support loading with Static link lib, not support to loading dll (i.e.loadlibraryA).

2,For the String parameter loading by VBProtectBegin, VBVirtualizeBegin, VBSnippetBegin and
VBMutateBegin, it cannot be share used with other functions.

3,All String parameter loaded must be ANSIII code, to make sure to display correctly, otherwise
it cannot be display correctly.

4,Every "Begin" must correspondence with "End", it must always in pairs, and never more than
one Begin + End in one function.

5,If the protection mode represented by SDK conflicts with the protection mode saved in the
project file, the protection mode in the project file shall prevail.

6,The Key code marked by "Begin+End" should be more than 3 lines coding, since it will not
display in the main menu of Virbox Protector if the code size less 15 bytes after assembling.

7,SDK dynamic link library, incudes 32 and 64 bits link lib, requires developers to load the
corresponding libraries according to program to compile when using it.

8,Language not support SDK Marker includes: Yi Language, Java program, Unity 3d.
9,begin/end not support multi embedding use.

10,For the Length of String which encrypted by use of VBProtectDecrypt or the length of buffer
size must be multiple of 16. i.e. char g_test_string[16] = {"test_decrypt"};

11, Upload Buffer must not be same as Output buffer.
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12, The buffer loaded in by VBProtectDecrypt can only be placed outside the function, that is, a
global variable. Refer to the demo for specific use.

13, VBProtectDecrypt currently doesn't support .Net program.

4.6 How to Use Customized Plug In

4.6.1 Customized Plug In

Let's take the demo under the Virbox Protector directory as an example:
1. Edit and compile the DLL of Plug In, the format refers to file "demo.cpp" in the demo project.

2. Edit and compile configuration file for plug In: "xxx.xml" and The writing rules are as follows.

CTxuml ion="1.0" encoding—"Urr-g"2>
<pl ="Plugin dems" id='deme'>
'demo xB6.d1l1">

ode="xBE" fil
a="x64" fils="demo x64.dll">

<option nams="ocutput" id="path" type="
<option o
<option r
SopTden 1=
foptions>

"Compressicen” id="zip"™
"Check Interval (in Seconds) " - cype="number"” min="0" max="B6400" wvalues="60"/>

=gy 1 /
"Language Setting" ld="language" type="list" ltems="TRIfEH 3 rEnglish; E#AE " value="0"§8

=/plugin>

4.6.2 Use Plug In

1, Format
Name Date modified Type Size
| | demoseml 6/7/2018 5:39 PM XML Document 1KB
|%] dermno_xB4.dll 6/7/2018 339 PM Application extens 598 KB
|2 derno_x86.dll 6/7/2018 5:39 PM Application extens 494 KB

2, Save Plugin in the plugin directory

Note: Please don't use Chinese to name plugin folder which under plugin directory, otherwise
you cannot use plug in options.

4.6.3 Display the Plug In

1. Display the Plug In the Virbox Protector.
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V Virbox Protector x86 (1.2 Developer 1D : 0410000000000006 =
= = -
- (} Using Developer Master Lock ¢
Open file Savi Protect
Project -Mine.exe
J Protection Options
$ license configuration
v m Functions be Prol | + i
m A056E4 Qutput File Mine.ssp.exe
} Protection Options 4 Protection Options
9 Message Options Compression
Resource Section Encryption
Log Generation v
Check Interval (8) 60
4 Plug-in
4 demo «©
output default
Compression
Check Interval(in Seconds) 60
Language Setting AR d
C\Users\yinyzh\Desktopitest\Mine.exe 1.0.0.1 Local win32 | Intel 386

2. Display the Plug In the program after protected.

f ; | |
demo plugin L 2 |

zip:l, interval:60, language:0, path:default.

= |

5 Troubleshooting

5.1 The Concept of Licensing

License Management means to encrypt software and manage the license which distribute to end
user accordingly. Virbox Licensing Solution developed with rich experience of Senseshield in
software copyright and IP protection and deeply market understanding. The essential of Virbox
Licensing Solution is control and manage the usage the protected software within valid license
and authorization by Software developer. which integrated with multi advantage security
technology and provide solution to meet the challenge in software trial, dongle lost and
replacement and keep balance between top security and flexible licensing for developer. Virbox
Licensing solution is best cloud platform for software developer in software protection and
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licensing and save workload to develop license solution and avoid leakage of license scheme and
issue license illegal way.

License entitlement is control and distribute copy of software to end user and end user can use
the software with developer authorization, Virbox LM Solution provides developer with effective
technical solution to against software piracy and protect software Intellectual Property.

Virbox solution consists and integrate technology for how to control license, includes License
control and License entitlement: License control includes setup a limitation to: software
Functional limitations such as license content, license use time, usage count, software
concurrency limits, and the number of online users logged into the software system at the same
time.etc. License Entitlement Management means The management of license use, license life
cycle (Product creation, license creation, license issue, license revocation) and user management
are integrated into license Entitlement management.

5.2 License Issue, Update and Delete

5.2.1 Use Virbox Developer Utility to issue License

5.2.2 Create a New License

&) Virbox Developer Utility(2.2.0.31543)

Flle  sering  Help Mizster Lock PIM Setings

Product Management T

v e Total: 3 Ieatn 10 | search | [ e Edit Deleti
License Templatefssue [ —

View Licensa {}J Pew Product x ,..'

4 O Lock Menagement [

15 User Lock -t Mame: || * Product Versior:
|

Licerse Verslon; [ o n e k

e Lic

Beniuict Dscrigtion:
szue Tor

Aead-Orky Area;  Current Size; ) St Sice Impsirt Doty = Lacked

Head-Write Area:  Curren Size 0 Genlize  Impart Doty ¥iLnckad

Sublic Area:  Current Skze: O Sek Elra Impart Data ¥ Locked

Edit Submodutes

ok Lancal

Copyright © 2018, Virbox, All Right Reserved. 24 /58



VIR30X User Manual: Virbox Protector

5.2.3 Edit the License

&) New Product X

| Product Name: || |* Product Version:
Associate License 1D: * License Version: 0 * (0~4294967295, nteger)
Product Description:
I Issue Tor
Read-Only Area:  Current Size: 0 Set Size Import Data v Locked
Read-Write Area:  Current Size: 0 Set Size Import Data vILocked
Public Area:  Current Size: 0 Set Size Import Data I Locked
Edit Submodules
[ OK ] [ Cancel ]

"Locked" means click and select "Locked", the data area cannot be modified when create a new
product and licensed.

5.2.4 Delete

Select the Product you want to delete, and click "Delete" button,

Note: All License Template will be deleted also when delete product.

5.3 License Management

License Management includes Create Sales Template, Edit and delete the Sales Template and as
well as the functions to License Issue and View license issue history.

Use Template to issue the license will help developer to save time, avoid mistake in issue license.
Virbox use "Sales Template" to define the same License type to be issued, one time to define the
template and can be multiple use the same template in future.

5.3.1 Create a New Template

o Select Product.
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Select Product

Total: 3 License ID...
Product Name License ID Product Description Product Version License Version Issue To
112 110 0 v User Lock
121 111 0 v User Lock
test 10010000 0 v User Lock
4 4
page..|go, 4111 pF @
’ Next ] ’ Cancel

o Input License Information, Template Name, License Type, etc.

&) New Template

Template Name: *
Type: | New | W Force Write-in
Product: |110.112
Perpetual License
Concurrent Style: | Standalon ™
W Start Time: > 12018/06/07 15:31:22
WV End Time: > || 2018/06/07 15:31:22
W Time Span: - Days ™
¥ Use Counts: -
¥|Read-Only Area | Edit |
vIRead-Write Area | Edit |
v|Public Area [ Edit | Submodules | Edit |
ok | | cancel |

5.3.2 Edit Template

Select existed License Template and edit.

Copyright © 2018, Virbox, All Right Reserved. 26 /58



VIR30X

User Manual: Virbox Protector

5.3.3 Delete Template

Select the Template you want to delete, and click "Delete".

5.3.4 Issue License

e  Select the template to be issued, click the button “Issue”.

& Virbox Developer Utility(2.2.0.33161)

File Setting  Help

@ Product Management

Master |

Demo

k DI Sethings

d o Total: 7 icen | Search ] . | New Templnte" | Edit Template Pelete Tefnplatﬁ' _ License Issue |
View License Inclex Template Name License ID Praduct Name Updated Time Created T
4 O Lock Management 1 Lock &1l Licenses 2M6/11/1617:05:38  2016/11/14
¥8 User Lock - Unlack Al Licenses 20161116 170538 20°06/11/1¢
3 Delete All Licenses 201641116 17:05:38  2016/17/1¢
4 1 10 112 2017605 190839 2007/0442,
5 2 1 121 2017/06/05 19:06:22  2017,04/2]
8 T 10010000 st 2017/05/25 194355  2017/05/24
7 1 1 121 2017/06/0519:10:16  2017/06/0
4 b

pege (00| 411 O

o Edit License

Developer may edit the license information before License issue if needed.

Copyright © 2018, Virbox, All Right Reserved. 27 /58



VIRSOX

User Manual: Virbox Protector

&) License Issue

Template ID: |4 * Template Name: |1 *
Type: | Mew | W Force Write-in

Product: 110112
Perpetual License

Concurrent Style: | Standalon ™

¥Start Time: * | | 2017/06/05 19:08:12
¥IEnd Time: ~ | 2017/07/30 14:39:57
Time Span: - -
Use Counts: -
Read-Only Area |  Edit |
Read-Write Area |  Edit |
Public Area [ Edit | Submodules | Edit |

Next | | Cancel |

o Select "Write to Device"

Select "Write to Device", then issue the license to hardware lock (Virbox EL5 dongle), support to
issue license to multi hardware lock at same time.

&) Select User Lock

License Operation: | Write to Local Lock ¥ | % Refresh Local Locks Lock SN...
Index Lock SN Issued Result
W o1 099900000050
1 4
All - MNeone page..|go| 411 B
’ Issue ] ’ Cancel ]

e |[ssue License Click the button “Issue”, then issue license will be successfully to
hardware lock.
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5.3.5 View License Issued

View and check the license issued, see below picture.

&) Virbox Developer Utility(2.2.0.33161)

. Demo
File Setting  Help Master Lock 2N Selfings
i gl Nt s Total: 6 User Idzrtification. | Gaareh
| License Template/lssue
| View License | Product Info Type User Identification | Issue To |ssued Date
« 0 Lock Management 110112 Device License 099900000011 Wirite to Local Lock 2017/04/27 14:40:37
Ej User Lock 111.121 Device License 099900040011 Wirite to Local Lock 2017/04/27 1444111
10070000 test Device License (9990000011 Write to Local Lock 2017/05/25 194402
111121 Device License Q9990000001 1 Write to Local Lock 201 7/06/05 19:06:45
110112 Device License 093900001 1 Wirite 1o Local Lock 201 7/06/05 19:08:52
111.121 Device License 099900000011 Wirite to Local Lock 2017/06/05 19:10:26
4

o

page_lgo| €141

5.3.6 Issue Virbox Cloud License by use of Virbox Developer Center (Virbox Cloud License

Manger in Web Mode)

Step 1, Login Developer Account in Virbox Developer Center .

Step 2, Create New Product.
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/3 Vithox LM Developer ¢ X (|

&« C | @ == | hiipsy/developerim-global vitbowcom/home

Virbox

M General

Sales Tempiala

Licensa Deatribution

[
0 User
3
a

Hadware Lock e
i TaskManagement -~

W Label Managemeni

. Data Stahishcs -
= Access Control
B Documentstion

Terms: of Service for Vil L
patfonm

Clhei Toor Dewssaper Infommation Visu Click far vadr unigue SDK Downioan

Liaisbia I

A5G TE95

154

182

httpfdeveioper bm-globalwirbars nmyhormme ppt

P

Nami
tastaddpraduct 111111111
748

Ieslxiuggai|

23

1

Cristhon e

B013-05-28 10,3641
2078-05-21 15:27-24
Z018-05-14 11 2245
2018-05-10 16,6652

2013-05-10 18:03 05

You nasd 10 compasits two logos In 4040 and 120120 plit 2018-05-05 168528

15400

slobel test

2018-05-03 168393

201§-014-25 14.37.21

Toal 1 Pages

Seerch acconding fo Products

Licaisa Typa

Claud Licerse.

Soft Licansa

Choud Licen=e 5ol License
Cloud Licanee Soit License.
Saft Licanza

Tl Licsrss Soft Licanzs
Cloud License Soff License.

Cloud Licerse Soft Licens=

Step 3, Create Sales Template by click "Sale Template" then click "New".

/3 Vithox LM Developer ¢ X (|

Oparatlon
omea
Goa
goo
amo
oma
ana
G&o
Goeo

&« C | @ == | hnpsy/developerim-global vifbocom/Bam

Virbox

I General

Product Managem@nl/

Licensa Deatribution

&

=]

0 User
3

a

Hardwaro Lock e
i TaskManagement -~
W Label Managemeni

Diata Stanistics »

"

4

Access Control

Diocumeantation

Terms: of Service for Vil L
patfonm

Clhei Toor Dewssaper Infommation Visu Click far vadr unigue SDK Downioan

Mo

452385
452382
430
404835
40483x
35757
ITETIY
FT566E
175657

375565

W Baich

Tamjslata Naris Llcanss 1D
212 &
e 4294567255
145 Td3
tnetnddismplets ur
\actacdiampists 7
12 123
154 154
m 4204867285

FFFFFFFFFFFFEFFFFEFFFFFFFFFFFFF 4294067206

154yspant 154

Proiisct Namia

Sezrch acconding fo Templats e

Ciwaikin 1

glabal_test DI 17T
You naad to composite two bagas in 4040 20780524 1714402
Ta4m 2018-05-21 16 2825
tesbiuggail 2016-05-16 19.26.18
tastiagnail 2018.05.16 19:25 86
123 20B-I-10 1R:5916
154cp 201B-05-10 163521

‘fou need to composibe two bogus in 4040 2076-06-09 16.39.53
You need to composite twvo logos in 4042 2018050916 3304

154cp 2180505 161345

Tolal 2Pages | (> (B[40 -

Step 4, Create New User by Click "User" then Click "+User".

Licwini Typa Dpraratlon
Cloud Licansa i ]
Goft Licerss oo
S0l Licenss i ]
Clowd Licanne ooo
Soft Liezraa o
Goft Licsnse Bma
Soft Licerse i ]
Salt Licenes Goo
Clowd Licansa o
Clowd Lizanse Bmona
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I—._
18 vibontM Developer e = (1

L & | & == | hips)//developerim-global virbox.com/Famea [sp
. Chex Tl Deweloper Infomiion WVisw CHok far vour wnigue SOK Downloan
Virbox
I General
s Ptelicanatpment o Uses Mama Enall Mabils Telighonia Gonder Contact Address [C - Al Tire Dpecation
& Sakes Tempiate sansetast (1@ 162.cam. sensateat_01@163.com 20180524 17-32:56 il ]
2o com 2ipan com U ! 2018652115 8224 oo
& License Destribution AalbEzebtars dabeaa m Mals  SEEEESEESRviE T 20160524 156108 oo
i jinpingguad 15 12 Fermake L 20180523 14:55.00
& Hardwara Lock ~ i e i = R ikl i
|inpingeua 8152 sina tast finpingguod1Giieina tesk Famala EmarE 20188524 14:52:58 (il |
i TEsk Management  w
Ina-test fi 415sina-test 158117 1510000 Female 123 HEeangong S 2018-05-2410:58.50 oo
abel M TSN
W Label Management Finpinguo 4 15qBaine-Taet finpngquodi SEsna-teet ARmE 20180523 169503 i ]
ia  Data Stlishos 7 = |inpinggund 155 sina-test finpinggund 15@sinadest At R R SR 201665231607 22 julli ]
2 Accoss Control finpinpaucd 1560sing-tes’ inpnggun415@sina-tes mmm male  ACEEEECR T SRR BE5-2 169225 (i ]
B Documantaan = i finpingauoa 1 5ERsina-tess 1] male SRR T R EAE 2B 16 01,08 & o
Terms of Senice for Virbox Lid
prationm
tia Total 3Pagas | (3@ [10 v

Step 5, License Issue and Distribution.

T
| ) Vithox LW Deveioper e % i)

= 2 | & == | htepsy/developerim-global vitbox.com/omea = pé
. Clex for Developer informanion Visw Click farvour unigue SOK Downioan
Virbox
& Procduct Manﬁmmm User Moms Flemarks Nom Losissa I Product Man Temiplans Naims Parperial Licensa St 11 Licanss End Tie lssuing Date Licenss T Opedation
& Sges Template suddfizanse cam m 147 tactduggall  factacdiomplata Nen Porc HMEL6.25 1740 Cloud Lies F @ 6 @
o User suld@sanse cam o 182 globaltest  global_fest Pergetizl ANE05-25 155 S leene (¥ B O O &
13301609537 FOEE 42049672 You need fo ¢ 222 Porpeluszl 2MBIE-25 150 Sof Licern: (F B O O &
= 18301603937 EEmE 182 lobal tost 2222 Neom Parpe 2010-05-25 150 2060-35-12 1501 20180525 15,04 Claud L (4
8 Hamdware Lock ~ it iy i z sl a0
senesatast_[1 181163 com 12 ginbai tast | 2232 Hon Parpe 2018-05-2512:0° 2060-35-02 1207 2ME05-25 120 Chowd Lies X @ O O
s TEsk Mansgement v =
= bajjEssnse com.cn AZBATGTZ Yo need 1o § 722 Pergeisa) s M zisonleen: (F H OO &
| I il
e Liibe| Maoaguiont suldEzanse com 147 tmsbeuggait | imstecdiemplste Nea Prrpe 2ME-05-25 1111 Saf Licen: (# @ O O &
i Data Stanshcs » sermetent 01163 com 154 154 154 Wen Parps FHEI5.24 1744 Soft Licans 2 81 O O &
= Access Centrol seretast [E1ED com A2S49572¢ Yo nead 10« FFFFFFFFFFFFFFFFFFFFF Non Parpa 2008-05-24 17 48 20180901 17 41 2MB-05-24 1744 Choud Lice. T @ 6 O
W Docimmniation 18301609937 152 qlobst fest  glabal_test Purpanal MEps-20 1T WSanLicen: X G O O &
Terms.of Service for Yirbox L
patfonm
R Total3Pages | | (B0 v

Step 6, View License in the User License Tools.
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Region: International Version: v2.2.0.3353
" Cloud Accounts
Offline
:E # yaowb@sense.com.cn
Accounts License Info
xuld@sense.com.cn{inte...
O User Name: yaowb@sense.com.cn
‘s Total Licenses: 30
7) Available Licenses: 27
=) Expired Licenses: 3
Refresh Set As Default Settings Logout

Upload Offline-Unbound c2d File

Advance

5.4 Where is Protected Program located after protection

The Question/Issue: some of developer may not find the protected program after protection
(Envelope) and mistakenly regard their original program as the program with protection.

Solution: we take mine.exe, a Mine clearance program, as an example, and min.ssp.exe, a
program protected with Virbox Protector, located as the same directory as mine.exe.

5.5 Known issue and Solution

e Not support to protect the program already protected by Virbox Protector or other
"enveloper".

e  Support to protect .Net Program with standard Microsoft runtime library only, Not
support to protect .Net Program with runtime library with third party.

e  The configuration file of target protected program must existed when developer
use command line to protect program.

e When using something like the GetField("name", bindingAttr) function in a.net
program, there may be an exception to the name confusion after protection. If
protection fails, try to remove the name confusion before protection.

e  The SDK Marker does not support Managed programs with native code.

e When the function block is protected by Code-Snippet, there is a case where
protection cannot be successfully performed. The main reason is that the length of
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the code snippet to the code transplantation is too small, the code snippet may not
be transplantation, then jump and so on.

e  Some software program need to change the name to the original name to run. (For
example: program Mine.exe, the protected program is Mine.ssp.exe. If the program
Mine.ssp.exe cannot be started successfully, it may be necessary to change
Mine.ssp.exe to Mine.exe for normal use).

e [fthere is appendix data in the program, the Protected program may have unknown
problems.

e  AUTOCAD's arx plug-in can only select Popup Message with "Remote Desktop
Services session message Pane", and currently only supports win7 and server2008
versions and above version.

e  Protect the Unity3D program, if developer selects the license failure prompt
message with "program freeze, user can choose to retry connection or exit", the
program will crash.

e [fitisajava program with the spring framework, please use the "Data Resource
Encryption" to protect this program.

e Virbox Protector don't support to protect The Linux program and the mac program
secondary protection, and the Virbox Protector cannot detect whether the
protected program has been protected or not.

e  For the Protection of Linux and Mac programs, log generation cannot be generated
if the log generation option is selected.

e  For the Protection of Linux and Mac programs, you cannot Select "ds" Option at the
same time. Otherwise, the program may fail to execute.

o For software user which computer installed the anti-virus software "AVAST",
probably the protected software application will be intercepted by anti-virus
software installed when software user launch this protected software, solution:
here we recommend the software user may stop this scanning & interception
functions by AVAST or close AVAST temporary before launch the protected
software.

e  Currently, Virbox Protector does not support Protected "so" link to source file with
gcc.

5.6 Language supported by Virbox Protector

No. | Item Type Note

.Net

PE

java

arx AutoCad Plug In

v | W IN |

VB6
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6 PowerBuilder

7 VC

8 Delphi

9 Unity3d .Net open source
10 | C++

11 | BCB

12 | *.Dylib Library

13 | mach-o executable file

14 | *.so Dylib

15 | elf executable file Exec, Dyn

5.7 How to use VirboxProtector_con.exe, The "Command Line Protector" to

protect program

1. Type "cmd.exe" in the run input box to open the console command window.

2. Input Path+VirboxProtector_con.exe /? and view help information.

BN C:\WINDOWS\system32\cmd.exe — m] %

Command Line Protector Help Info

VirboxProtector con <filename> [-c local|cloud] [-u username] [-p password] [-

o output]

-c local|cloud]|auto //login specific types of sense control lock.
-uU username //login cloud's username.

-p password //login cloud's password.
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-0 output //specific output filename.
-?

3. Use Local Mast Lock to protect program

Full path of VirboxProtector_con.exe + full path of program need to protected -c local -o full
path of output file, see picture attached below:

o., Ltd. All rights res

4. Use Cloud Hosted Lock to protect Program

Full Path of VirboxProtector_con.exe + Full Path of Program need to protect -c cloud -u
Developer name -p Developer Password -o Full path of Output file. See Picture below:

hadmin,

d-us

Note:

1. The command line tool will automatically search for the XXX.exe.ssp project configuration file
from Virbox protector directory(the configuration file is generated by the Virbox Protector
interface tool);

2. If the path has spaces, the path needs to use double quotation marks ("paths").

w Mine.EXE
|_| Mine.EXE.ssp

o
P oAt ,a S T A R T S = =P ~ T

5.8 How to Generate a Map File

1. Generate BCB Program Map, Project settings as shown below.
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B8 C++Builder 6 - Project2

Fle Edit Search EielerojectIE!’H Component Database Tools Window Help :]<None> Lj ﬁ_‘. =,

= = | ﬁ @ ﬁB Add to Project... Shift+F11  in32 | Sustem | Datadcoess | Data Controls | dbEsoress | DataSnan| BDE | 400 | InterBaze | ‘wehSer
e : |5 Remove from Project... AR E K @ S~ [Z[ | &

RED = b | Import Type Library.. A ) ﬁ é = @

—  =F Add to Repository..
rOb_iect TreeView [ (B View Souvree

Yo ¥ | & & Languages L=
DF . e Edit Option Source
orm Export Makefile...

\E': Add New Project...
:E'f_!l Add Existing Project...

Alt+Fg
Ctrl+F9

33 Compile Unit

Shift + Cerl+F11

Iobject nspctor |E| ” s

Project Options for Projectl.exe Iﬁ

Yerzion Info ] Packages ] Tasm ] CORBA ] CodeGuard ]
Formsz ] Application ] Compiler ] Advanced Compiler ] C++ ]

Pascal 1-'1‘-.dvan|:eu:| Linker ] Directories/Conditionals ]

Linking W arnings

[w Create debug information i Al

[v Usze dpnamic BTL * Selected Warnings

[ Usge debug libraries
PE file options

=
[ in stack size: |EI:-:EIEII:II32EIEIEI
v Dont generate state files R Mag stack size: |0+00100000
b |0 =
= St = Min heap size: [0x00001000
- Max heap size: |EI:-:EIEI'I 00000
b ap file
" 0ff 2 Image basze: |I:I:-:I:I|:I4EIEIEIEIEI

" Segments
* Publics Subsystem major: |4 :II
(" Detailed ] =
v Show mangled names o st i | =1
[ Default 0k Cancel | Help

2. Generate vc program map, project settings as shown below.
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B test - Microsoft Visual €5+ - oo I

Set Active Project »
Add To Project L

[ (Globals) -1 I

Dependencies... -

Settings...
Export Makefile...

Workspace 'tesi®
=& test files

=1-£3 Source Files Insert Project into Warkspace...
N Y T 5
( Project Settings = M

i B _
Settings For: |Win32 Debug j General | Debug | Ci{C++ Resources | Bé EE
=8 Category: IGeneraI j Reset |

Output file name:

IDt:hug.ﬂt:st.t:xe

Objectllibrary modules:
Ikt:rnt:l32.|ih user32.lib gdi32.lib winspool.lib comdig32.lib

¥ Generate debug ian [ Ignore all default libraries

¥ Link incrementally ¥ Generate mapfile I

[~ Enable profiling

Project Options:

kernel32.lib user32.lib gdi32.lib winspool.lib o
comdlg32.lib advapi32.lib shell32.lib ole32.lib [ 4
oleaut32.lib vuid.lib odbc32.lib odbccp32.lib

0K I Cancel

3. Generate VS program map, project settings as shown below.

»

w testl - Microsoft Visual Studio (Administrator)

FILE EDIT VIEW J PROJECT iII_D DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP
a

-0 |@ -2 % Addc Debug ~|| 5 |==|n _

e
O Add New Item.. Ctrl+Shift+A . (Global Scope)
1 *a  Add Existing Item... Shift+Alt+A

Exclude From Project

&
=
-3
a
=
[
[=]
a

¢ Rescan Solution

#
#:
#- ‘B Show All Files
V%
{

Set as StartUp Project

M3Ip SSE|

ol
# Manage NuGet Packages...
r?

testl Properties... I 2

[ BN I« TRV B SR VR N I ]
i

nosay

Copyright © 2018, Virbox, All Right Reserved. 37/58



VIR30X

-

User Manual: Virbox Protector

testl Property Pages &Iﬂ

Configuration: ’Active(Debug] w | Platform: |Active(Win32) v] [ Configuration Manager... ]
> Common Properties - Generate Debug Info Yes (/DEBUG)
4 Configuration Properliesl Generate Program Database File ${OutDir)$(TargetName).pdb
General Strip Private Symbols
—
Debugging Generate Map File Yes (/MAP)

Viens TTesarss Map File Name $(TargetName).map
b C/C++ Map Exports Yes (/MAPINFO:EXPORTS)

4 Linker e 4
I General

Input =
Manifest File
Debugging

m

-

ystem
Optimization
Embedded IDL Generate Debug Info

Windows Metada ~ | | The /[DEBUG option creates debugging information for the .exe file or DLL.
] 1 b

[ m= | = || =8

4. Generate Delphi program map, project settings as shown below.
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4 Projectl - Delphi XE

File Edit Search View Refactor Bun Component Tools
Esia ﬁ E ‘?_,‘* R Ql @b ¥ Add to Project.. Shift+F11 |
EL Structure Remaove from Project... é

|+ ¥
_____ ™ Form1 Languages k

View Source

L fres
4 H_F

=YD

Add to Repositony..

Add New Project...
Add Existing Project...

QA Metrics...
QA Audits...

Format Project Sources...

o @l B at (w

Modeling Support..
Compile Projectl Ctrl+F3
Build Projectl Shift+F9
Syntax Check Projectl

@ [&/ % &7

Information for Projectl

Compile All Projects

[Tl

2 Build All Projects

Resources and Images...

& Object Inspector Dependencies...

Form1 TForm1 Project Page Options...

Properties | Events |

# | Action
I ST e e |
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25

=
iz* Project Options for Projectlexe (Win32 - Debug)

“ DEIDS::EH;T?;H 1 Target: Debug configuration - 32- l Apply... ] [ SaVE... ]
E:I;sn;nd Warnings I Debug information true
Ut CloTT EXE Description
4 Resource Compiler Generate console application [ false
P . . Image Base 400000 -
i Directories and Conditionals 1l 2
- Build Events ap Fle E
| ‘ m;ﬁm [ Mawmum STack Gize
Appearance Minimum Stack Size 16354
I Output resource string .drc file (] falze
4 Packages Place debug information in separz| | false
. Packages Set base address for relocatable |0
; Debugger Set extra PE Header flags i]
Symbol Tables Set extra PE Header optional flag|0
- Set 05 Version fields in PE Headel 5.0
Set Subsystem Version fields in PE 5.0
Set User Yersion fields in PE Head 0.0

| e ] |

—

[ (a]4 Help

5. Generate a map of the vb6.0 program.

Add a "LINK" value to the system environment variable. The value is "/MAP". Restart the
computer. This compiles and generates the exe program. The map file will not be automatically
deleted, but will be retained.

9
o]

w B Search Control Pasel o
|
Contry | Wservariables Faryaowh a:
|
[ G Diiica Wariable Value
| | Onelrie 2 Usmrs ot OneDrine
| & Remal Path CatlUsersiyaowhAp pRatalLoc ol MecrosofttWin dowsApps: .
|
[ $ Systen TEMP i) Users\yaowi\ AopData\Local\ Temg Wl n d OWS '] O

| & Advad yiony syseem Variable

Varioble nome: LINK

Variable value "M.\!LU|

e al{
Securil,

| [ [ ] o
| Wanazblz Value il lay
ComiSpec CHWINDOWS eystem 32\ crmd exe

Drrcecliata CAWindows\Systerm 324 Driversh Drivegflata

MUMBER_COF_PROCESSORS
o5

Path

PATHEXT

PROCESSOR ARCHITECTURE

4
Windows_NT
CUWINDOWS system3Z COWINBCWS COWIND O WS\ System 32 Wi,
COM:EXE: BAT:.CMD; VBS; VEE: IS JSE:WSF. WSH: MSC

D

AhADES ;
- =

oK [ Cancel

W henge settings

2 ctivate Windows
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5.9 How to Protect Unity3D Programs

1. First, modify the name of the file that contains the code resource. For example,
change the Assembly-CSharp.dll to Assembly-CSharp-bak.dll, because the protected
file must be changed to the original name. Therefore, you need to change the name
of the source file to a backup to prevent the destruction of your source file.

s Mdanages — Ol
1
Home  Shee  Vien 7]
ub

|_ _'| 4 + | x ._I_ IR, M itam v |¢- Wogn B saleca
5 e Copy path fieasroccess - ; i Zalett none
e b T o e dhariie | ST R [[EEE R L FIORES s timary | it satucion
clipanant QiganTE New apen Salert
'S “ A0 TWiEPC o SOFT (D) & test & Undydd 5 buid 5 gemeDats + Maneged v & Geareh Mamaged o
p =
#* Quick aceas . :
I Desttop 5 z:::—.lé:::j:t.ml
t Downloads L4 T Mors Secargdl——
B Documents  * [ ruscodibd
= Pictuies - 2] Syntem.Core.dil
28-04 ] System.di
= DOCE) i UnityEngineds
i ,'EP UnitEnging dil md
= UnibyEngneletworking di
i (R & LIml;En:ngPhymme?ﬁsRmMr.dl
& Onelvie ) UminEngmed.dl
B Thi PC
B 30 Ohgects
B Desteop
% Documents
& Downloads
b Music
& Pictuies
B videes
% Local Disk {0
== SOFT %)
e DOC (B
o PHF [1sz AsRA
o Netwark
Witerns 1 iten s=lected 400 K8

2. Dragthe Assembly-CSharp-bak.dll file into Virbox Protector.

V Virbox Protector x86 (1

Developer ID: 0300000000000009

= ¢
gl Please Insert Developer Master Lock or Sign In Virbox Cloud -

Open file Save Protect Login

Project -Assembly-CSharp._bak.dl|
@ license configuration

9 license configuration

Type: v! Local Remote Cloud Soft
v @ Functions be Prot | +
(Z) Protection Options License ID: 0
Message Options

Q API PWD: DB3B838B2E4F08F5CIEFCD1ASDD 16341
Chipset S/N: (Optional)
OAUTH URL: (Optional)
Cloud URL: (Optional)
Soft URL: (Optional)

C:\Users\admin\Desktop\case\32{iF2u n 1 t y 3 dF\serverx86_Data\Managed\Assembly-CSharp_bak.dll 0.0.0.0

.net anycpu | Intel 386
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3. Modify the name of the output file. Change the output file name in [Encryption
Options]->[Output File] to the original name of your program. Because Virbox
Protector will output a file name similar to Assembly-CSharp-bak.ssp.dll by default,
you need to manually change to Assembly-CSharp.dll (the program's original

name).
V Virbox Protector x86 (1.2.3.7533) Developer ID: 0300000000000008 = — 0O X
> @
ﬁ Q C Please Insert Developer Master Lock or Sign In Virbox Cloud
Open file Save Protect
Project -Assembly-CSharp_bak.dll,
Protection Options
v license configuration
4 Fil
Y. @ Functions be Prot ' + e
Output Fil A bly-CSharp.dll i
EJ Protection Options WRuLe ssembly-CSharp.
. 4 Protection Options
Q Message Options
Log Generation
Check interval (S) 60
4 Plug-in
4ds
=5 FEXEREIEE
C:\Users\admin\Desktop\case\32{if2u n i t y 3 d\serverx86_Data\Managed\Assembly-CSharp_bak.dll 0.0.0.0 .net anycpu | Intel 386

4. Click "Protect"

V/ Virbox Protector x86 (.2 3) Developer ID: 0300000000000009

> @
1 2 Ev3
Y. S & Please Insert Developer Master Lock or Sign In Virbox Cloud

Open file Save Protect

5.10 How to Protect Java Programs

5.10.1 Encrypting jar Packages

The first step: drag the jar package into the Virbox Protector.
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V Virbox Protector x86 (1 ) Developer ID: 0300000000000009

. ¥
“ . Please Insert Developer Master Lock or Sign In Virbox Cloud
Open file Save Protect

Project -Java_Bounce.jar

v license configuration

Q license configuration

Type: v! Local Remote Cloud Soft
v @ Functions be Prot  +
¥ com/aladdin/hasp/bounce License ID: 0
¥ Ball.class
Ball API PWD:
¥ Bounce.class Chipset S/N
ipse § :
Bounce (Optional)
¥ BouncePanel OAUTH URL: (Optional)
¥ BounceThread.class
BounceThread Cloud URL: (Optional)
¥ BouncePanel.class S
0 : 2
BouncePanel (Qptional}
‘S:) Protection Options
Q Message Options
C:\Users\admin\Desktop\Java_Bounce jar java |

Step 2, Setting "Protection Options".

V Virbox Protector x86 7533) Developer ID: 0300000000000009

~ R
Please Insert Developer Master Lock or Sign In Virbox Cloud
Open file Save Protect

Project -Java_Bounce.jar

Protection Options

9 license configuration

v @ Functions be Proi | + 2 hile
¥ com/aladdin/hasp/bounce QutputiFiie Java_Bounce.sspjar oo
¥ Ball.class 4 Protection Options
Ball Compression

¥ Bounce.class Resource Section Encryption v

Bounce .
Log Generation

¥ BouncePanel

¥ BounceThread.class Check lterual (59 &
BounceThread 4 Plug-in
¥ BouncePanel.class 4ds
BouncePanel =g S
J Protection Options
Q Message Options
C:\Users\admin\Desktop\Java_Bounce jar java |

Step 3, Set Message Options.

Message options can be selected by default or can be set according to Developer own needs.
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Step 4, Click on "Protect" to generate a Protected program.

A

1-17 21:02  Executable Jar File

|4] Java_Bounce,jar

1 B
| | Java_Bouncejar.ssp 2017-07-05 15:45  SSP 374 4 KB
|i4] Java_Bounce.ssp.jar 05 15:45  Executable Jar File 6 KB
1% sjt32.dll 05 15:45 RERFEIE 2,661 KB
% sjt6d.dll 051545 MAEETE 4,767 KB

Step 5, Execute the protected Software application.

Input in the command Line: javaw -agentpath:sjt64.dll -jar Java_Bounce.ssp.jar.

C:~lserswinyzh Desktoprjava_test>javaw —agentpath:sjte4.d1]l —jar Java_ Bounce.

- jar
5.10.2 Encrypt the war Package

Steps 1 to 4: The flow of the war package and the jar package are the same.

It should be noted that when the war package is protected, the license invalidation prompt pane
in the message option can only select “program not prompting message and flash back”.

Step 5: Run the Protected Program

1, need to copy sjt32.dll or sjt64.dll (detailed according to the installed java environment) to
jdk\bin, jre\bin.

2, set JAVA_OPTS=-agentpath:sjt64.dll or set JAVA_OPTS=-agentpath:sjt32.dll to the catalina.bat
file in the tomcat bin directory.

3, run tomcat.
4, complete the shell.

Note: If the above method can't run after the program is protected, it may be because the above
methods are not applicable to your program. Please try to use DS Protector to protect your
program. DS Protector is plug in units which can be used to protect some binary script which
code used Python, R and data resources which includes: Audio, Video, PPT, pictures, jar, war and
other data resource file also need to be protected with your software program. For more details
how to use DS Protector, please refers to Virbox Production Description: DS Protector and Use
Case.

6 Linux Program Protection

1. Unzip the SDK development package, for example: senseshield-sdk-2.2.0.28909.tar.gz, unzip the package.

Copyright © 2018, Virbox, All Right Reserved. 44 /58



VIR30X

User Manual: Virbox Protector

2. Copy the two files libsim_runtime.so and libss_user_login.so in the lib directory of the extracted files to
the bin directory of the protect file directory, and change the two file names to sim_runtime_linux32.so
and ss_user_login_linux32.so.

3. Copy the two files libsim_runtime.so and libss_user_login.so from the lib64 directory in the extracted files

to the bin directory of the Virbox protector file directory, and change the names of the two files to
slm_runtime_linux64.so and ss_user_login_linux64.so.

File structure as shown.

[ = | bin
Home Share View
B Ij & cut B x _I] I3 New item ~ [ [slopen- [ select ail
= we Copy path * 1 | Easy access ™ L Edit | Select none
'w‘-. ERPT SEaRE |ﬂ Paste shortcut “:gvf Ctﬂp."’ DELEtE RERARE fgfdtr pmpfm“ tory Dm\m-ertselectmn
Clipboard Organize New Open Select
&~ » ThisPC » SOFT(D:) » test » VirboxProtector 1.2.3.7533 %86 » bin
Mame . Date modified Type Size
7 Quick access
lang File folder
[ Desktop h
1] analysis32.dll Application extens 336 KB
_l' Pawnloads [ analysis6d.dil Application extens 364 KB
[l Documents [& changelogitt TXT File 10K8
& Pictures | ] configxml XML Document 1KB
2018-04 0 DsProtector.exe Application 1,537 KB
. DOC (&) [ duilib.di Application extens 758 KB
source(T) [ lhvm.exe Application 8,671 kB
— SHR [\ 102,163.2.10 J scl_dev.dll iy tion extens 5279 KB
== 2] st32.dil Application extens 23 KB
#@ OneDrive |4 sjted.dil Application extens 99 KB
B T PC J slm_runtime_linux32.s0 SO 'File -1,?4? R,B
. || slm_runtime_linuxtd.so 50 File 4,885 KB
B 3D Objects || ss_user_login_linux32.so 50 File B49 KB
[ Desktop j ss_user_login_linuxéd.so 50 File 1,376 KB
[£ Documents 0 virboxprotector.exe Application 2,640 KB
& Downloads [&] virboxprotector_can.exe A i 1139 KB
b Music [4] zip.an Application extens 202 K8
= Pictures
{8 Videos
i Local Disk (C)
. SOFT (D2)
= DOC (E)
= SRR (1192.168.2.1C
¥ Network
18items 4 items selected 11.3 MB

4. The Protected program on Linux, copy it to windows and protect it , protected method is
same with the windows program, and then copy the protected program to run on Linux.

7 Mac Program Protection

Extract the SDK package, for example: senseshield-sdk-2.2.0.28909-mac.tar.gz, and unzip the package.

Copy the two files: libsiIm_runtime.dylib and libss_user_login.dylib in the lib64 directory in the extracted
files to the bin directory of the Virbox protector file directory, and change the two file names to
slm_runtime_linux64.dylib and ss_user_login_linux64.dylib.

File structure as shown.
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- ¥ | bin
Home snare ew

source(l)

= SHE Phe2aee2
@& DneDrive
I8 This PC

B 30 Objects

W Desktop

|z] Documents

¥ Downlosd:

g Music

& Pichures

i Videos

2 Local Disk ()

- SOFT (0

- DOC ()

= SHRE 0182168270

& Network

T0ibens 2 items selected 3

1 & Cut
= U =i Copy path +
Copy  Pasts (7] Fasteshortcut :0,:
Criphmard
- - 4 s ThisPC » SOFT (DY) » test »
Mame
o Quickaccess
& fang
W suien £ analysis32.dil
B Downloads R bl
] TP e [ ehangelog.re
= Pictures onfigml
200804 @ DsProtecton e
- DOC (E) duilib.dll
& Hhm e

- T Blews em v Y |+ Openc [ Selectall
- o 1

+ | Easraceess - it Select nane
epy Delste R=name Mew Praperties

Crganze HEw Cipen
VirbeaProtector 1237333 %86 » bin »

Date me

| slen_runtirme_s6.dylib
55 wser login sbd dylib

@ vitbowprotector.ese
] vitbosprotector_con.exe

< zip.dil

1 ME

falger 5 tory. | etk sehtiion

3. The protected program on the Mac is copied to the windows for protecting. The protect

method is the same as the windows program. Then the protected program is copied to the
Mac machine.

8 Protection to Data Resource File by use of DS Protector

8.1 How to Use DSProtector.exe Program for Data Resource Protection

e The process to protect data resource and software program includes 2 steps:

e 1. Use Virbox Protector to protect the software program as normal;

e 2. Use DS Protector to protect the data resource file. see details instruction below:

e  Before Execute Protected Program (Press "Protect" button), please switch on the plug in ->ds, and set the

password, see picture attached in next page, then use this password to encrypt your data file.

e  Protect the execution exe with the Virbox Protector. This process will inject the password and decryption
plug in you set into the exe.

e  Use DS Protector.exe to select *.ssp (generated by the Virbox Protector, which contains the key), then
select the data file to be encrypted and click the "Protect it" button. Proceed as follows.
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V/ Virbox Protector x86 (1 Developer ID: 0300000000000009

Please Insert Developer Master Lock or Sign In Virbox Cloud
Open file Save Protect

Project -httpd-old.exe
Protection Options

v license configuration

4 Fil
v @ Functions be Prot | + e
m 402572 Output File httpd.exe
‘L) Protection Options 4 Protection Options
Q Message Options Compression
Resource Section Encryption
Log Generation
Check Interval (S) 60
4 Plug-in
ids «©
password
C:\Users\admin\Desktop\wamp\bin\apache\apache2.4.9\bin\httpd-old.exe 2.4.9.0 Local win32 | Intel 386

e then Press the "Protect" button to protect the software program, then the .ssp file will be
create and show as below:

TERSSPITIE X
~ S > ThisPC » SOFT(D:) » test » wamp » bin » apache » apache2dd » hin » v @ Search bin o

Organize * Mew folder == » [ o

-
& OneDrive MNarne Date medified Type Size

& This pC Iy §/7/2012 6:03 P Eilefolder
— | | httpd-old.exe.ssp 6/7/2018 6:02 PM SSP File 4KB

) 30 Objects

[ Desktop

Documents

* Downloads

J’ Music

[&=] Pictures

m Videos

am Local Disk (C2)

. SOFT (D)

- DOC(E)

== FH (192,168,

Q MNetwork w

File name: | httpd-old.exessp ~ ‘ |SSP Files(*.ssp) ~ |

| Open Ivl | Cancel |

e Then open the DS Protector which located in the same director of Virbox Protector;
e Select the .ssp file which created in last step by press the "view" button;
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V/ resource encrypt

config file(*.ssp)

l add l l add dir l l exclude l lexcludeall]

0%

ot (et

then select .ssp file from the same directory of protected software program.

I/ resource encrypt

config file(*.ssp)

Please .ssp file

X
4 B » ThisPC » Desktop v O Search Desktop
.. =- o o N

3 Quick access
B Desktop

4 Downloads
|Z| Documents

% oW NN

&/ Pictures
D Music
m Videos

Mine.exe.ssp

#@a OneDrive
[ This PC

@_‘v Network

File pame: |Mine.exessp

© | |55P Files(".ssp) |

2

| Dpen |v| | Cancel | I

| protect | | exit |

Add Resource File. (Press the button: "Add"), see picture below.
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V/ resource encrypt

config file(*.ssp)

add add dir exclude exclude all

0%
l protect l l exit
e Select the resource you want to protected.
Please select resource >
4 M > ThisPC » Desktop v | @ Search Desktop 2
Organize + Mew folder =~ M @
#r Quick access
[ Desktop o+ - | . " o
; Downloads L4
Documents L g == = ;
bin 1 2 3 checkbox.php
[&=] Pictures +
J'! Music
B Vvideos ‘ ===
@ OneDrive .\\ )
= Mine Mine.exe.ss, SENSE sh?eld inst Untiﬂed
| P L [
— aller_pub_2.2.0.33
012
[_-’ Metwork
File name: | checkbox.php v‘ |res Files(*.*) VI
| Open ivl | Cancel |

e Click "Protect", Click to automatically replace the original file with an encrypted file; the
original file is renamed to {xxxx}.bak and xxxx is the name of the file you selected.
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V/ resource encrypt

config file(*.ssp) | view |

add | | add dir | | exclude | |exc|udea|l|

resource file name

protect | | exit

8.2 Protection Scope of DS Protector

Virbox Protector provides very good protection for most of the binary code of the software. For
the resources used by the software, Virbox also provide the DS Protector.exe tool for Resource
Protection. The Protected scope to Resource Protection (DSProtector.exe) currently
supports(Tested and Verified) following Resources:

Support or
Not
ltem | Software Type Support Note
1 Python Language Y Support topyc, Not
support py source code
2 Lua Language Y
3 Perl Language Y
4 Erlang Language N
5 Ruby Language Y Support command
Line, does not support
web
6 Go Language
7 PHP Language
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Installation version)

8 R Language Y
9 Unity 3D Game resource Game Y Support DLL, res
resources ,Unity 3D
Program file
10 UE4 Game Partial
Support
11 Potplayer Media Player Y Mp4, MKV
12 Baofeng (Installation Version) Media Player |Y Mp4, MKV
13 Baofeng (Free Installation Media Player N
Version)
14 jar. war web or Client Develop Y
Environment
15 2345Kantuwant(Installation Picture Y Support jpg ,jpeg, png,
Version) bmp, gif
16 Foxitreader_cnlv(Free PDF Reader Y

For more detailed usage, please refer to "Virbox Product Description: DS Protector and Use

Case".
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9 Appendix

Glossary

Virbox Elite 5 Acme

Virbox EI5 Acme is latest Generation of Virbox hardware Lock which improved
both in Hardware performance and Security Performance. Virbox EI5 Acme is
key component and License repository of Virbox LM solution. Virbox EI5 Acme
can be used to be a standalone dongle without connect to Virbox LM, and also
can be used seamless integrated with Virbox LM with additional and advance
feature available. Virbox EI5 Acme support and suitable to deploy in tough
industry environment. Software Developer can use this product to protect the
Software copyright and IP. It will supports developer to protect software with
most security technology, best performance and easy to use. For detail
Specification of Virbox EI5 Acme, please refer to the Virbox EL5 Acme

datasheet.

Virbox LM

Virbox LM is Cloud based Software protection, License Entitlement Solution
and cloud service which provides to software developer with lowest Total cost
ownership, Top Security of Software Copyright Protection and Easy to use in
whole software life cycle. By use of Virbox LM, Developers can achieve
extremely protection to software copyright/IP and flexible to issue license to

software user with minimal effort and investment.

Virbox LM One Stop Solution consist of following components: Virbox
License Manager (Virbox Developer Center), Software Protection (Envelope)
Tools (Virbox Protector), Local License Manger (Virbox Developer Utility) and
Virbox License Service and User License Tool (Virbox User License Tool) and

other support tools and documents.

Virbox License Type supports: hardware lock(Elite 5 Acme Dongle), Soft Lock
(Soft license) & Cloud Lock (Cloud license) and suitable to deploy in different
Software implementation scenario, on line, offline, firewall isolated
environment etc. Virbox provides flexible license mode to support
ISV/software developer Software monetization which includes: Perpetual,

trial, time based, feature on demand, subscription, concurrent; etc.

Virbox Developer Center

Virbox Developer Center consists of Developer website and Open API, It
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provides cloud based Service and website for License Issue and License
Entitlement solution to software developer, Developer may use [Virbox
Developer Center] (https://developer.Im-global.virbox.com/) to manage
software product, user management, License Issue and Entitlement, Virbox
Developer Center is online License solution for software developer, By use of
Virbox Developer Center, it is not necessary for developer to build up in house

License entitlement system and save the investment both in Capex and Opex.

Virbox Protector

Virbox Protector is the latest envelope tools for software protection and
encryption, Virbox Protector integrated multi security technology includes
Virtual Machine, Code Snippet (Code Fragmentation) and other static and
dynamic technology/Service and provides top secure protection level to
developer's software, Developer may protect software automatically by select
protection options without any coding competence and save lot of workload

and effort in software protection process.

Virbox Developer Utility

Virbox Developer Utility is local License Manager provided by Virbox LM, this
Utility helps developer to issue the license to hardware lock (Virbox EL5 Acme)
quickly. With Virbox Developer Utility, Developer will save Capex and Opex

and not necessary to spend money to build up the In House License System.

Virbox User License Tool

A software installed in software user site that can be used for license
verification, update and transfer service, Virbox User License Tools works with
Virbox License service and provides static and dynamic protection service to

software installed in software user site.

Product

Virbox Use "Product” refer to the Software application developed by software
developer, software publisher which need to encrypt, protect the "product" by

use of Virbox Protector.

Sales Template

The Sales mode for mature commercial software should support different sale
mode and charging policy to meet the requirement of software users: pay per
year/month/day, per usage, or pay for perpetual license. Above charge policy
is independence with Product functions but depends on sales strategy to each
market segment. so, Virbox designed the following "Concept" in Virbox
License system to reduce duplicate workload for developer in protection and
license process: *Sale Template*, developer may setup the different limitation
to same product in different Sales Template  to meet the different sales

and marketing strategy.

License ID

License ID is the unique indicator which used in the software protection and
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license issuing/distribution process in the Virbox LM system, which presents
the License No. for software. For details introduction to Virbox License
Management and License concept, please refer to "Virbox License System"

Developer must assign associate License ID to the product created. and the
License ID must not be duplicated assigned and used for other product. The
License ID associated with specific product will be use unique ID No. and
Indicator to presents for this product in all protection and license process. The
protected software will verify the associated License when software user

execute the software.

Account

Account sign up by "user" in Virbox developer Center or Virbox User Center,
For software developer, they can sign up account in Virbox developer center to
evaluate and test the Virbox Solution for software protection and licensing to
their product;

For Software user, they can sign up a account or assign a account in Virbox
User center by software developer, this user account will be the unique

identifier for user to use and verify license issued by developer;

Master Lock

Virbox Solution provides 2 kinds of hardware lock for software developer:
Master Lock and User lock; master lock is the unique ldentity for each
Software developer to protect software and issue license, it is mainly used for
software encryption , protection, issue license and issue upgrade package to

EL5 Acme user lock.

User Lock

User lock is the hardware based lock deliver to software user which  contains
the license file issued by Software developer, Virbox Provides following Virbox

EL5 user lock to developer: EL5 Acme, EL5, EL5 RRTC, EL5 Genii.

Soft Lock

Soft Lock contains software license , saved in local safety environment. Which
used to verify the protected software. Software developer may issue the Soft
license from Virbox Developer Center to licensed software user account, Soft

lock supports both online mode and offline mode.

Cloud Lock

The cloud license (cloud lock) is one of license type supported by Virbox LM, ,
Cloud License issued by developer from Virbox Developer Center and stored in
Virbox Cloud and used to verify the protected software. The cloud license
must be bound with the software user account. Users can use the protected
software in online status (Access internet) and successfully logged in Virbox

User Account.

API

Virbox SDK provides a complete package of APIs for license management and
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licensing that will help software developer get the most out of the Virbox
licensing system. Developers can flexibly implement their own encryption
scheme by calling these APIs, and combine the functions of encryption,
decryption and data area provided by Virbox license to realize deeply

protection scheme and further increase the difficulty of cracking.

Control API

This APl is the management interface of Virbox License Manager, here referred
to as Control API. Control API will mainly used and provides the inquiry to the
hardware lock(dongle)'s information, inquiry to license terms and status,
inquiry to license session etc.

More details to how to use Control APl and use case, please refer to Virbox

License Architecture.

Runtime API

The API interface to access Virbox license , referred to as Runtime API, is the
most critical interface for the Virbox licensing system. Runtime API is the key
APl interface for developer to use and call API, the software of Developer will
use this API to access license. More details to how to use runtime API and use

case, please refer to Virbox License Architecture.

d2c API

Virbox SDK provides "Developer Utility", the local License Manager, for
developer to issue the license to hardware lock (Virbox EI5) quickly. d2c API
provides the interface to developer to issue license to hardware lock.
Developer may call the "D2C API" to issue license with more flexible operation
and flexible to combine different license terms.

the d2c package created by d2cAPI is the only license update package which
can be recognized and identified by Virbox EL5 hardware lock, d2c package
includes digital signature and encryption to the license terms which will
guarantee the integrity and security of license data, on the other hands, the
Virbox EL5 hardware lock provides the function to anti-replay, all d2c license
update package will be used one time in the hardware lock only.

Note: Calling d2c API is quite complicate process, more details, please refer to

sample file.

Open API

Open API is the API that Virbox LM provides to developers to access the Virbox
Developer Center. Open API can be used for integration with existed third
party system in developer site, such as CRM or ERP system.

Developers may use and call this OPEN API for user sign up, license issue,
license distribution and other operations via third party system. For details,

please refer to [Open API Guide V2.0/Virbox Developer Center]
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API Assistant

API Assistant is a quick starter tool that helps software developers learn and
understand the Virbox API. Execute the API via friendly GUI prompts message
to view the API execution result. You can quickly familiarize with APl and

functions without coding.

API Assistant is suitable for developers to quickly learn and understand the

usage/calling of the API and verify the feasibility of the encryption scheme.

Code Fragmentation

Execution

"Code Snippet Execution" or we can named with more simple and easy
understanding: "Code Fragmentation Execution". Code Snippet Execution will
utilized latest and mature technology in "Extracting the coding" and select and
extract large amount of "coding" from original program code, and executed in
the security virtual environment after encryption and obfuscation and
integrated with Virbox Encryption Compiling Engine, Virtualization and driving
technology, all technology integrated together makes protected software in
more security during execution process.

The Code Snippet Execution" can be simply understand as breaking down the
functions or modules of software into code of fragments and execute these
"fragments" into a secure environment, so that the crackers can't start to use
hacker tools to analysis and get the original code and execution result. "Code
Snippet Execution" is major milestone and breakthrough in the Software
Encryption and Protection field. In addition to high Security, Code Snippet also
rely on and work with "Virbox License Service” middleware to shield the
interface from the fundamental layer and also compatible with Virbox Cloud
Lock and Soft Lock, and help developer to realized business agility with

different kind of license type.

Anti Hacker Service

Anti Hacker Service, usually, software will be protected in static way by use of
traditional protection technology: obfuscation, Virtualization, it will not be
update after software delivery to customer side, Virbox use "Anti Hacker
Service" and associated tools installed in customer side which provides pro
active detect hacker behavior when software execution, with anti hook, anti
reverse engineering, anti debug, update hacker database functionalities and
features, it comprise a series anti hacker technology to protect your software

with dynamic and pro active way.
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Let's Start Your Software Protection and Licensing Journey!
Virbox will help you to protect your software copyright/IP Value and Create

Revenue for you.

Copyright © 2018, Virbox, All Right Reserved. 57 /58



	1 Overview
	2 Technical Support
	3 Home Page
	4 Main Menu
	4.1 Toolbar of Main Menu
	4.1.1 Recent Project
	4.1.2 Save Project
	4.1.3 Protect
	4.1.4 Login Virbox Cloud Account
	4.1.5 PIN Verification Function

	4.2 Navigator
	4.2.1 License Configuration
	4.2.2 Functions be Protected List
	4.2.3 Protection Options
	4.2.4 Message Option

	4.3 Status Bar
	4.4 The List of Function Modules which can be add to protect
	4.5 How to use SDK Marker to add a new Function module be protected
	4.6 How to Use Customized Plug In
	4.6.1 Customized Plug In
	4.6.2 Use Plug In
	4.6.3 Display the Plug In


	5 Troubleshooting
	5.1 The Concept of Licensing
	5.2 License Issue, Update and Delete
	5.2.1 Use Virbox Developer Utility to issue License
	5.2.2 Create a New License
	5.2.3 Edit the License
	5.2.4 Delete

	5.3 License Management
	5.3.1 Create a New Template
	5.3.2 Edit Template
	5.3.3 Delete Template
	5.3.4 Issue License
	5.3.5 View License Issued
	5.3.6 Issue Virbox Cloud License by use of Virbox Developer Center (Virbox Cloud License Manger in Web Mode)

	5.4 Where is Protected Program located after protection
	5.5 Known issue and Solution
	5.6 Language supported by Virbox Protector
	5.7 How to use VirboxProtector_con.exe, The "Command Line Protector" to protect program
	5.8 How to Generate a Map File
	5.9 How to Protect Unity3D Programs
	5.10 How to Protect Java Programs
	5.10.1 Encrypting jar Packages
	5.10.2 Encrypt the war Package


	6 Linux Program Protection
	7 Mac Program Protection
	8 Protection to Data Resource File by use of DS Protector
	8.1 How to Use DSProtector.exe Program for Data Resource Protection
	8.2 Protection Scope of DS Protector

	9 Appendix

